Sample Code

In each of the three directories there are sample console application programs that illustrate a point made in the article. For each sample there is a C# and VB.NET version.

Setting Up Security Policy for the Samples

Some of the sample programs require you to modify the User Security Policy Level on your machine. The following instructions use the .NET Configuration Utility (rather than caspol.exe). Depending on the modifications that have already been made to Security Policy, these instructions might not work and you will have to make different changes to get the samples to work. The most probable cause of conflict would be if you already have an exclusive Code Group for User Security Policy.

To keep the changes you have to make to a minimum, each of the samples use the same public key. With the same public key you need only define one Code Group, which will be called Test_PublicKey. Each of the samples will modify the same Permission Set, which will be called SamplePS.

First let us define a Permission Set called SamplePS for the User Security Policy Level. Select Permission Sets under the User Policy Level and choose New from the Action menu. In the dialog box (Figure 1) enter the name of the Permission Set, SamplePS and then choose Next.
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Figure 1

Add the Security, User Interface, and FileIO permissions to the Assigned Permissions on the right side of the dialog using the Add button (Figure 2). When you add them, a dialog will appear so that you can customize the permissions. For the Security Permission, only the “Enable assembly execution” checkbox should be selected (Figure 3). Then click OK.  Similarly, for the User Interface permissions Windowing should be set to “All windows and events”, and Clipboard should be set to “No Clipboard” (Figure 4). Then click OK. For the FileIO Permission give all permissions to the directory c:\ (Figure 5). Choose Finish on the main dialog.

The SamplePS Permission Set is now setup and should be visible in the hierarchy tree in the left pane (Figure 6).
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Figure 2
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Figure 3
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Figure 4
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Figure 5

Now build the Demand project because we will extract the public key out of it when we create the Code Group’s membership condition. The resulting executable is named SimpleDemand.exe.

Now you will create the Code Group that will use the Permission Set you have just created. Select the All_Code group for the User Policy Level and then choose the New menu item from the Action menu. Enter the name of the new Code Group: Test_PublicKey (Figure 6). Then choose Next.
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Figure 6

On the next dialog, choose Strong Name for the membership condition of the Code Group. Make sure that the Name and Version checkboxes are not selected. Select Import and navigate to where SimpleDemand.exe is located on your disk (Figure 7). Choose OK, and the public key used in this executable should appear in the dialog. The membership condition for this Code Group will be any executable that uses this public key. All the sample programs associated with this article will use this public key. Select Next and choose the SamplePS Permission Set to define the permissions for this Code Group (Figure 8). Select Next and then Finish.

One more step remains. Select the newly create Code Group (Test_PublicKey) and select the Properties menu item from the Action menu. Select the Exclusive Code Group checkbox (Figure 9) and then select the OK button. By making this Code Group exclusive, you minimize the reorganization that was necessary to setup the policy for the examples.

You can make sure that the Security Policy for any sample assembly is set up properly by using the Evaluate Assembly wizard. It is available from the right hand page when you select the Runtime Security Policy item from the tree hierarchy.
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Figure 7
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Figure 8
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Figure 9

After you have modified the User Security Policy Level, build any other sample you want to run. Some of the samples require you to commented out or remove comments from code or modify the SamplePS Permissions Set. These changes are described in the article (see next section).

Modifying Security Policy for the Samples

When you exercise the samples you may have to modify the permissions associated with this Permission Set. Just select the SamplePS Permission Set and use the Change Permissions menu item. A dialog just like Figure 2 should appear. Select the Permission to modify in the right pane and select the Properties button. Make the modification and hit OK.

Restoring your Old Security Policy

To remove the changes described here, first delete the Code Group Test_PublicKey. Then delete the Permission Set SamplePS.

